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Abstract

In this work we present a protocol that can be applied in
wireless sensor networks in order to provide secure and
authenticated in-network processing. Our protocol utilizes
aggregator nodes which are responsible for data aggrega-
tion and command dissemination. The proposed protocol
is ssimple and scalable and exhibits resiliency against node
capture and replication as compromised nodes cannot be
used to populate and eventually take over the network. It
also allows for dynamic addition of new nodes and eviction
of compromised ones by requiring minimum invol vement of
the base station. Finally, it is designed so that the majority
of the sensors have to store only two keys plus a hash value,
minimizing the storage capacity needed for the protocol to
operate.

1 Introduction

Sensor networks have attracted much scientific interest
during the past few years. These networks use hundreds to
thousands of inexpensive devices over an area for the pur-
pose of monitoring certain phenomena and capture distinct
measurements over along period of time. The large scale of
sensor networks and the limited resources of sensor nodesin
terms of computation power, memory, communication, and
most importantly, energy make it an important challenge to
design and devel op efficient information processing and ag-
gregation techniques.

Sensors in these multi-hop networks detect events and
then communicate the collected information towards a cen-
tral location. Since the cost of transmission is higher than
computation it is usually advantageous to organize the sen-
sors into clusters. In the clustered environment, the data
gathered by the sensorsis processed within the network and
only aggregated information is returned to the central lo-
cation. In such a setting, certain nodes in the sensor net-
work, called aggregators, collect the raw information from
the sensors, process it locally, and reply to the aggregate
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queries of the central server [1]. Since the sensors are now
communicating data over smaller distances in the clustered
environment, the energy spent in the network is much lower
than the energy spent when every sensor communicates di-
rectly to the information processing center. Further benefits
of aggregation processing include scal ability as aggregation
nodes may form multi-level hierarchies, and increased life-
time as aggregation processing reduces the volume of data
exchanged and hence the overall energy spent for commu-
nication.

A closely related form of in-network processing is data
dissemination, in which the network hierarchy is used in
the reverse direction in order to disseminate control mes-
sages from the central server towards the aggregators and
eventually towards the sensor nodes. For example, in track-
ing applications the sensor network must be used in both
modes: first to aggregate sensed data about the movement
of the tracked object and then to disseminate commands to
nearby sensors to enable further tracking.

This and other applications in sensor networks require
sensitive information to be delivered to the base station and
be protected from disclosure to unauthorized third parties.
The broadcast nature of the transmission medium, however,
makes information more vulnerable than in wired commu-
nications. Moreover, due to strict resource constraints, ex-
isting network security mechanisms, even those designed
for ad-hoc networks, are inadequate or not appropriate for
this domain, so either they must be adapted or new ones
must be created.

All security protocols in sensor networks should satisfy
certain requirements in order for sensor nodes to be able to
exchange data securely. The bare minimum consists of pro-
viding confidentiality, authentication, integrity and fresh-
ness. However, establishing secure communications be-
tween sensor nodes becomes a challenging task, mainly for
two reasons: Thefirst is how to bootstrap secure communi-
cations between sensor nodes, i.e. how to set up secret keys
among them. If we know which nodes will be in the same
neighborhood before deployment, keys can be decided a
priori. Unfortunately, most sensor network deployments are



random, therefore such a priori knowledge does not exist.
The second is due to the limited processing power, storage,
bandwidth and energy resources. Public-key algorithms,
such as RSA are undesirable, as they are computationally
expensive. Instead, symmetric encryption/decryption algo-
rithms and hashing functions are between two to four orders
of magnitude faster [2], and constitute the basic toolsfor se-
curing sensor networks communication. Sincetheresources
of asensor node are very constrained, the key establishment
protocols should be lightweight and minimize communi-
cation and energy consumption. (This requirement exists,
even in the case of broadband sensor networks, were re-
sources may be more abundant. Even if higher communica-
tion bandwidth and more processing power is available, we
do not want the secure communication protocol to occupy
those resources or need to develop a“heavier” protocol.) It
should also be possible to add new sensor nodes incremen-
tally to the sensor network. Finally, the protocols should be
scalable, i.e., the size of the sensor network should not be
limited by the per node storage and energy resources.

Our contribution: In this work we present new security
mechanisms that can be used to provide secure in-network
processing in wireless sensor networks. In particular, this
means that we design the security mechanisms with both
aggregation and dissemination in mind. Secure aggregation
implies that data is forwarded from the sensors in a secure
and authenticated way. Thus an adversary cannot issue false
data into the network unless of course a particular sensor
node has been compromised. Secure dissemination requires
that lower level nodes are able to authenticate commandsis-
sued by their parents in the hierarchy. For both directions,
protection is also provided against eavesdropping and tam-
pering of data. Our protocol issimple and scalable and most
importantly offersresiliency against node capture and repli-
cation as compromised nodes cannot be used to populate
and eventually take over the network. Furthermore, it re-
quires minimal key material (just three keys) for the major-
ity of the sensors. As a result the proposed protocol can
be applied to both broadband sensor networks, where more
resources are available, but also to traditional sensor net-
works, where more constraints do apply.

The rest of the paper is organized as follows. In Sec-
tion 2, we describe the sensor network architecture that we
study. In Section 3, we present our security protocol that
consists of various mechanisms for securing upstream mes-
sages from sensors to aggregators as well as downstream
commands from aggregators to cluster nodes. We also dis-
cuss how to add and revoke nodes from the network. Sec-
tion 4 deals with the resource requirements of our protocol.
Finally, in Section 5, we discuss related work on similar ar-
chitectures and we summarize our resultsin Section 6.

2 Themodd

In our model, a sensor network consists of a large num-
ber of sensors distributed over an area of interest. There
is a base station in charge of the network’s mission. The
network also consists of super-nodes, called aggregators, in
addition to the sensor nodes. We do not assume that the ag-
gregators are more powerful in terms of energy, memory or
computational resources, athough aswe will seein Section
4, they are required to store more keys and engage in more
operations than simple nodes. But this is something to be
expected by aggregators anyway, irrespective of the security
mechanisms used.

We assume that the network is partitioned into distinct
clusters and that each cluster is composed of an aggregator
and a set of sensor nodes (distinct from other sets), which
gather information and transmit it to the aggregator of their
cluster. The aggregator fusesthe datafrom the different sen-
sors, performs mission-related data processing, and sends it
to the base station.

. Aggregator

O Sensor
node

Figure 1. A hierarchical sensor network (ar-
rows indicate inclusion in a particular clus-
ter). Although aggregators are shown bigger,
it should not be inferred that they are more
powerful than simple sensor nodes.

Although we talk about clustered architectures, we do
not go into details about the particular clustering protocol
that was used to cluster the network, whether thisis a stand-
alone protocol or part of a routing one (see for example
[3, 4] and the references therein). In general, we assume a
hierarchical model of in-network processing (Figure 1) and
focus on securing this model. Aggregators may form mul-
tiple levels of aggregation hierarchies encompassing any
number of sensor nodes where an aggregator can both ag-
gregate data as well as disseminate commands. Based on
this model, the challenge is to design efficient mechanisms
for establishing trust between the aggregators and the sensor



nodes and provide for secure in-network processing.

3 Theprotocol

In this section we present a security protocol for secure
in-network processing. We break this discussion into multi-
ple subsections to ease the readability and understanding of
the protocol. In Section 3.1, we describe the notation used
throughout the paper and the key material held by each sen-
sor before deployment. In Sections 3.2 and 3.3, we explain
how the pairwise keys and the group key are computed for
secure aggregation and dissemination processing, respec-
tively. We also show how to defend against various types of
impersonation attacks on the aggregator. Finally, we con-
sider the problem of deleting compromised nodes from the
system (Section 3.4) and adding new ones into the network
(Section 3.5).

3.1 Notation and Keying Material

In our discussion we use the following notation:

Notation Meaning

S; Identifier of sensor node i.

A; Identifier of aggregator .

M| M, Concatenation of messages M; and M.
Ex (M) Encryption of M using key K
MACKg(M) | MAC of M using key K.

Nay Nonce used by node A.

Kag Symmetric key shared between A and B.

Each sensor node, S;, has a unique key denoted K,
which is computed before deployment as follows:

KS7-, == F(Km7 S?)a

where F() is a secure pseudo-random function, K, is a
master key and .S; is the unique identifier (number) for the
1-th sensor node. Thiskey will be shared between the sensor
node and its aggregator and will be used to exchange data
securely. Noticethat an adversary upon compromising node
S; cannot recover the master key K,, from the key K,
because of the one-wayness of F'(). Hence the rest of the
network remains secured.

Each aggregator sensor node, A;, has K, stored in
memory aong with anindividual key K 4; whichisderived
from '

Ka, = F(Kp, 4;),
as described above. We will see later on that K, is kept by
A, for aslong it is necessary to establish secret keys with
the nodes belonging in the A;’s group. Then it is deleted
from the memory of the aggregator.

The base station holds K, along with the keys of each
sensor/aggregator node in the network.

3.2 Key Establishment for Secure Aggregation

To provide support for ensuring privacy and integrity of
messages sent from sensor nodes to their corresponding ag-
gregators a separate pairwise secret key between each sen-
sor node and its aggregator is required. During deployment
time, each sensor node is preloaded with the key Kg, which
is the result of the application of a secure pseudo-random
function on the master key K,,,. The samekey K, iscom-
puted by the aggregator by receiving an appropriate hello
message M g1, from the group nodes. My, consists of
the sensor’sid .S; and anonce Ng, computed by the sensor,
properly MACed as follows:

S; — Aj . MHelloaMAOKSi (MHello)

Upon receiving this message, A; computes K, using
the master key K,,, and checks the MAC. If the MAC ver-
ifies, the sensor node is included in the cluster and the ag-
gregator sensor stores all relevant information (such as Kg,,
nonce identifier - to avoid replay attacks, etc.). Additionally
the aggregator may send back a reply to acknowledge the
inclusion in the cluster (also MACed with K,).

A good security practice is to use different keys for
different cryptographic operations; this prevents potential
interactions between the operations that might introduce
weaknesses in a security protocol. Although not shown
here, we use independent keys for the encryption and au-
thentication operations, K.,.. and Kp;ac respectively,
which are derived from the unique key K, through an-
other application of the pseudo-random function F, i.e.
Kener = F(Kg,,0) and Ky ac = F(Kg,,1). Tosimplify
the notation, however, we usually omit including these keys
in the security mechanisms when it is clear from the con-
text.

After this process is completed for all the sensor nodes
in the cluster, the master key is deleted from the memory of
the aggregator. Since the security of our protocol depends
on the del etion of the master from the memory of the sensor
nodes, we should take care that the deletion is unrecover-
able, for example by overwriting the master key (in practice
several times). We have now established a secure channel
between the aggregators and the sensor nodes.

Animplicit assumption here is that the time required for
the establishment of secure links with the sensor nodes is
smaller than the time needed by an adversary to compro-
mise an aggregator node during deployment. As security
protocols for sensor networks should not be designed with
the assumption of tamper resistance [5], we must assume
that an adversary needs more time to compromise an ag-
gregator and discover the master key K, (seeaso[12] for
a similar assumption). Notice also that we are not assum-
ing that the aggregators are known in advance so that they
are equipped with the master key. In fact al nodes may



be equipped with this key and once the roles are decided
only the aggregators retain this key so that they useit in the
key establishment phase. Then, they delete it as explained
above.

3.3 Key Establishment for Secure Dissemination

While the previous protocol allows for secure propaga-
tion of information collected by the sensor nodes, arelated
issue is how a command can be propagated to all sensors
within agroup. One simple way to do thisisto send a sepa-
rate uni cast message to each member of the group encrypted
and authenticated using the key shared between the aggre-
gator and the specific node. However, this method is in-
sufficient as the same command must be transmitted unnec-
essarily many times resulting in wasting valuable network
resources.

A much simpler way for command dissemination is for
the i-th aggregator to construct a group key G i, and prop-
agate it during the network formation phase to al its group
nodes, encrypted and authenticated each time using the sen-
sor's private key Sx;. The message sent to sensor S is as
follows:

Ai: c= EKencr(“ GrOUp kwﬂ ) Aiv GK7))
o = MACKMM (C)

Ai— S5 Aico

First the aggregator encrypts the group key using the key
Kener derived from Sg, and then creates a MAC o of the
resulting ciphertext c. Then it propagates this information
to the j-th sensor node. One problem with this approach
(even if it is used only once) is that it does not scale well
when the aggregation group is very large. Then the com-
munication overhead increases proportionally to the square
of the group size. If, however, we make the reasonable as-
sumption that nodes form hierarchies and are organized in a
breadth first spanning tree based on some routing protocol,
then the group key can be distributed recursively using in-
termediate level aggregators until all the sensor nodes at the
leaves are reached.

Once the group key Gk, is settled, the aggregator can
broadcast commandsto al the nodesin the group encrypted
and authenticated using Gg,. However, athough this ap-
proach defends against outside attacks in which the adver-
sary does not hold any keys, inside attacks are possible after
an adversary compromises a sensor hode. |n such acase, a
malicious node may use G, to send forged messages to
nodes in the same group. Below we propose a solution to
defend against this impersonation attack.

Generate
Phubithiiiti

F(K1)

Kog——— K|+ ...« F(¥n)

n—1 Kn

Use/Reveal
-

Figure 2. Construction of an one-way key
chain

3.3.1 Defending against impersonation attacks

To thwart theimpersonation attack described above, we pro-
pose to use a one-way hash key chain OW HC; computed
by each aggregator A;. Figure 2 shows that an one-way key
chain is a sequence of numbers, Ky, K1,...,K,_1, K,
such that

for all I,o<Il<n, Ki_1= F(Kl),

where as usua F' is a secure pseudo-random function that
is difficult to invert. Basically the aggregator generates the
one-way hash chain of length n and commits to the first
key K, by transmitting this securely to al the sensor nodes
during the group key generation phase to avoid the extra
communication overhead. Whenever aggregator A; has a
new command to disseminate to the nodes, it attachesto the
command the next key from the hash chain. A node receiv-
ing a command encrypted with the group key can verify
its authenticity by checking whether the new commitment
K generates the previous one through the application of F'.
When thisis the casg, it replaces the old commitment K;
with the new one in its memory and accepts the command
as authentic. Otherwiseit rgjectsit.

The [-th command sent by the aggregator to the group
nodes contains the {-th commitment of the hash chainand is
encrypted and authenticated using keys derived from G, .
Theformat is asfollows:

A c= Eg,, (“Command”, 4;, K;),
o = MACGKi (C)

A; — Group: A, c,o

Note, however, that although the possibility of an imper-
sonation attack is reduced, it is not completely eliminated
by this scheme. For example, an adversary may jam com-
munications to sensor \S; so that it misses the last & com-
mands and hence commitments. Then it introduces new
commands by “recycling” the unused commitments. It will
be impossible for sensor S; to notice the faked commands
as the ordering of commitments is obeyed.

There are two ways to defend against this possibility: In
the first, we may assume that sensors are loosely synchro-



nized and commands are issued only at regular time inter-
vals. In such a scenario, the command issued by an aggre-
gator at time slot ¢ will contain commitment K. If a sen-
sor node does not receive anything within the next d slots
and the last commitment was K¢, it will expect to see the
commitment K., that accounts for ¢ missing commands.
This way it cannot be fooled to authenticate unused com-
mitments. Of course this scheme imposes a computational
burden to sensor nodes as they have to apply the function
F' not once but d times to account for the unused commit-
ments.

The second way to defend against the jamming attack is
for the sensor to challenge the purported aggregator to send
the command encrypted with the shared key Ks;. The prob-
ability of challenging may depend on some particular dis-
tribution suited for the particular deployment scenario and
network resources. Unless the adversary has compromised
the aggregator A;, it will not be able to answer the challenge
as this key is shared only between S; and A;. When the
node detects the impersonation attack, it sends a notice to
the aggregator to take any actions required to recover from
the compromise.

Notice that an implicit defense that not only eliminates
but also helps detect these types of attacks is to have the
sensor nodes respond to the aggregator using the shared key
Ks,. In this manner, even if an attacker has issued false
commands, it will not be able to use the information sent by
the sensor nodes. Additionally, if the aggregator receives
responses to commandsthat it has not issued, it will become
aware that an attacker has compromised some nodes in the
cluster and eventually take corrective actions.

One last issue that remains to be covered is what hap-
pens when the one-way hash key chain is exhausted and the
aggregator A; cannot issue any more commands. This prob-
lem can be handled asfollows: before A; uses the last com-
mitment it createsanew hash chain Ky, K1, ..., K, _,, K],
and broadcast a “renew hash chain” command which con-
tains the new commitment K, authenticated with the last
unused key of the old chain. This essentially provides the
connection between the two chains and the group nodes will
be able to authenticate commands as before. In a similar
manner the group key can be refreshed to defend against
cryptanalysis and ensure forward secrecy of previoudly dis-
tributed messages. The aggregator node can either periodi-
cally broadcast a new group key authenticated using the old
one and the hash chain as usual, or every node can gener-
ate a new group key through the application of the pseudo-
random function F'. When it does so, it erases the old key
from its memory.

3.4 Evicting compromised nodes from the net-
work

Before we discuss a mechanism for dynamically insert-
ing new nodes into the network, we need a scheme to evict
compromised nodes and revoke their corresponding keys.
Since we are not dealing with intrusion detection in this
work, we assume the existence of a detection mechanism
that informs the base station or the aggregators about com-
promised nodes (see also the related work of [6] on detect-
ing forged aggregation values). We further assume that a
sensor hode cannot be compromised during the setup time
of our system, either during the initial setup phase, or dur-
ing the new node addition phase. Thisisavalid assumption,
since the time needed for the setup phase is small in com-
parison to the time needed for the node to be captured.

If anode is compromised, the attacker cannot insert du-
plicates of that node in groups other than the group it origi-
nated from. Thisis the case, since no other aggregator will
be able to compute K5, which is essential for establishing
the secure communication channel. Therefore, it sufficesto
provide a mechanism for node revocations transmitted by
the base station to be authenticated and eventually for ag-
gregators to revoke nodes within their groups.

Asin the case of authenticating commands issued by the
aggregators, we will base the revocation scheme on the use
of one-way hash key chains. To use this scheme, we assume
that sensor nodes are loosely synchronized and each aggre-
gator is preloaded before deployment with the first key of
the chain. The base station then discloses the keys in the
key chain periodically in order reverse to the generation of
these keys. Such use of the key chain allows the base sta-
tion to broadcast authenticated messages to all aggregator
nodes. When aggregators receive such lists of compromised
nodes, they verify the authenticity of the messages and then
evict the nodes from the cluster by establishing anew group
key with the rest of the nodes using the method described
in Section 3.3. At the end of this procedure, only the nodes
that are not in the revocation list will obtain the new group
key while compromised nodes cannot be used to insert or
retrieve information that is transferred within the group.

In the case of compromised aggregators, we consider
the entire cluster to be compromised as aggregators hold
pairwise keys with all the cluster nodes. However, the
damage is confined to the aggregator’s group of sensors as
the compromised aggregator cannot impersonate any other
ones. In such a case, the parent nodes in the cluster hi-
erarchy can establish new group keys with the rest of the
sensors/aggregators using the method described above.



3.5 Adding new sensor nodesin the network

When we want to add new sensors in the network, each
of the new sensors, say .S, is supplied with a unique key,
K, which is derived from a new master key K, in the
manner described in Section 3.1. The new master key is
also forwarded to all the aggregator nodes from the base
station, using the key shared between the base station and
the aggregator in order to create a secure channel.

The new nodes are randomly inserted in the network.
After they have settled, they discover their corresponding
aggregator sensor node and they send the following hello
message containing their identifier and a nonce:

Si — Aj i Mpeiio, MACKk ,, (MEeino)

In the same manner as described in the initialization
phase paragraph (Section 3.2), the aggregator computes
K, and authenticates the hello message. If all checks out,
the new node is added to the cluster and the aggregator cre-
ates a new group key which broadcasts to the group.

4 Resource Requirements

In this section we analyze the computational, communi-
cation and storage requirements for our key establishment
protocol. The individual key of each sensor node is pre-
computed and does not involve any processing or transmis-
sion overhead. The cost for establishing a group key in our
protocol is the same as updating the group key in the clus-
ter, thus we only analyze the cost for establishing the group
key. We should emhasize at this point that our protocol is
independent of the underlying routing protocol used.

4.1 Computational/Communications Cost

In order for a sensor node to join a cluster, the sensor
node has to compute the message described in Section 3.2
which includes a MAC computation based on a secret key.
In order to process this message the aggregator has to per-
form two operations. First, it needs to compute the key of
the sensor node by applying a secure pseudorandom func-
tion on the master key and then it has to perform a MAC
verification operation. Therefore, if we assume that a clus-
ter includes d sensor nodes on average, the aggregator hasto
compute d values from the pseudorandom function and per-
form d MAC verifications during the initialization phase.

In order to establish a group key, the aggregator has to
compute the message described in Section 3.3 for each sen-
sor node in its cluster. This message includes an encryp-
tion and a MAC operation based on a secret key. Addition-
ally the aggregator has to compute the one way key chain.
Again, assuming d sensor nodes in each cluster on average

and an n level OWHC, the aggregator needs to perform d
encryptions, d MAC and n hash operations. For the same
process, each sensor node has to perform a decryption and
MAC verification operation.

Since both the initialization and group establishment
phases take place only during network setup, we see that
the computational/communications cost is really averaged
out throughout the network’slife. The only “expensive’ op-
eration isthe computation of the n-length hash key chain by
the aggregator. But since the aggregator uses acommitment
only when it has to issue a command, we see again that the
cost per hash value is much smaller than the transmission
cost of the disseminated command [2].

4.2 Storage Requirements

Each sensor node has to store in memory its individual
key, the current group key and the current value of the One
Way Hash Chain. Assuming that the each of the above is
10 bytes long (80 bits), each sensor has to store only 30
bytes of information. The aggregator node needs to store
the key of each sensor node in its cluster (d in total), at
most n values of the OWHC and its individual key, needed
for communication with nodes higher in the hierarchy (for
example with the Base Station). Assuming that each of the
above values is 10 bytes long, each aggregator has to store
10 % (d + n + 1) bytes of information.

The value of d really depends on the density of the net-
work and the particular clustering protocol used and the
value of n on the frequency the aggregator issues com-
mands. If we assume d = 20 and n = 50, the aggregator
has to store 710 bytes in memory. Since the value of n can
be as small it takes (provided the hash chain isrenewed reg-
ularly), the above analysis shows that memory requirements
are not an issue in our scheme, since typical sensor hodes
have significantly more available memory. Furthermore, we
see that the vast mgjority of sensors needs to store just three

keys.
5 Related Work

Many critical applications require that data must be ex-
changed in a secure way. Establishing secure communi-
cations between sensor nodes becomes a challenging task,
given their limited processing power, storage, bandwidth
and energy resources[2].

There are many protocols that attempt to establish pair-
wise keys between sensors. For example the pebblenets ar-
chitecture [7] uses a global key shared by all nodes. Hav-
ing network wide keys for encrypting information is very
good in terms of storage requirements and ease of use but it
suffersfrom the obvious security disadvantage that compro-



mise of a single node undermines the security of the entire
network.

Random key pre-distribution schemes [8, 9, 10, 11] op-
erate without the cooperation of a base station and offer
a tradeoff between the level of security achieved and the
memory storage required by each sensor to store the keys
that have been randomly chosen from a key pool. These
schemes offer, however, only “probabilistic’ security as
compromise of asingle node may result in abreach of secu-
rity in some other part of the network. Furthermore, these
schemes have not been devel oped with the notion of aggre-
gation processing in mind which makes establishing group
keys less straightforward.

A protocol that uses similar techniques to oursis LEAP
[12]. In this work the authors describe a methodology for
establishing pairwise and other keys between sensor nodes
with the help of a pre-deployed master key that eventually
gets deleted from the memory of the sensors. During the
neighbor discovery phase each node broadcasts a HELLO
message (u, I.D,,). Upon receiving such a message, a sen-
sor node v, computes a pairwise key K, using a pseudo-
random function and the master key. The pairwise keys are
then used to establish cluster keys for some form of aggre-
gation processing, where each cluster is confined only to the
immediate neighborhood of each node.

We have discovered however, that even if the master key
isdeleted, the LEAP protocol can be attacked. More specif-
ically an attacker may force a sensor node to compute pair-
wise keys with other (or all) nodes in the network. This
is achieved by having the attacker broadcast a large num-
ber of HELL O messages (nothing prevents her from doing
s0). The recipient node, will compute all the pairwise secret
keys according to the protocol. Then, once the neighbor
discovery phase terminates, an attacker can compromise a
sensor node and have in her procession akey that is shared
between the compromised node and all other nodes in the
network.

The above attack would be useless on its own, if there
wasn't for the node addition phase supported by the proto-
col. The LEAP protocol, supportsthe addition of new nodes
and enables new nodes to establish pairwise shared keys
with sensor nodes in their neighborhood. This is achieved
by having new nodes|oaded with the master key and execut-
ing a protocol similar to the one described in the node dis-
covery phase. Utilizing this capability, an attacker that has
performed the attack described in the previous paragraph,
can insert new nodes in the network since she will have at
her disposal valid pairwise keysfor al the nodes in the net-
work. This essentially allows an attacker to compromise
the entire network as the new nodes will be able to monitor
all traffic and to insert false data in the network. Our pro-
posal negates this disadvantage of LEAP. Sensor nodes do
not carry the master key and more importantly an attacker

cannot send valid HELLO messages during the initializa-
tion phase, since HEL L O messages are accompanied with a
MAC with the sensor node’s key.

Two similar architectures to our proposal were also dis-
cussed in [13] and [14]. The authorsin [13] propose a col-
lection of mechanisms to address the requirements imposed
by secure (both upstream and downstream) in-network pro-
cessing. Their approach makes heavy use of the base station
as ameans for introducing and delegating authorization of
aggregators to group nodes and for establishing keys be-
tween the nodes and the aggregators they belong to. Fur-
thermore, long lists of keys and topology information are
required to be transmitted, making the scalability of this
scheme problematic for large size networks.

In [14], the authors introduce gateway nodes, which
function as the aggregators in our proposal. The protocol,
however, requires a large number of messages to be ex-
changed during the initialization phase, while our proposal
only requires two messages to be exchanged (one message
from the sensor node to the aggregator and one response).
This is due to the fact that gateway nodes in their proto-
col are randomly assigned a number of sensor node keys,
which requires gateways to exchange large number of keys
if a node happensto “land” in the wrong cluster. Addition-
aly, if the number of gateways in the network is large, the
probability that the original gateway holds the keys of the
sensor nodes in its cluster diminishes.

6 Conclusionsand Future Work

In this paper we have presented security mechanisms
for wireless sensor networks that provide secure in-network
processing. We have designed the proposed mechanisms
with both aggregation and dissemination in mind. Our pro-
posal accommodates both secure aggregation of data so that
they are forwarded to the base station, as well as secure dis-
semination of commands issued by the base station to all
sensors in the network.

The mechanisms presented in this work also support the
addition of new nodesto the network, a critical requirement
in sensor networks, as sensors have limited energy and thus
limited life expectancy. Additionally, given the existence of
an intrusion detection mechanism, our protocol allows for
the eviction of compromised nodes. We should also note
that the successful application of our proposa neither de-
pends on the existence of location information or on the
underlying routing protocol, nor does its performance vary
depending on the density of the network, like probabilis-
tic schemes. The proposed protocol scales very efficiently
asit is based on forming clusters in a hierarchical manner,
which is the most efficient architecture when networks be-
come very large. Finally, the number of keys that each sen-
sor node hasto storeis small, only three for regular sensors,



and the protocol does not require any computationally in-
tensive operations.

As an extension to the proposed protocol, we consider
to add a mechanism to change the aggregator node within
each cluster. This seems to be necessary since the aggrega-
tor consumes more energy than regular sensor nodes and its
resources may be drained faster. Therefore we are consider-
ing mechanisms for the aggregator to delegate its authority
to other sensor nodes in its cluster.
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