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Abstract and to guide firefighters, warning of potential threats (blow-
back if a door is opened) and indicating most effective op-
Supporting new emerging applications in broadband tions. This information can also be used to control actuators
sensor-based pervasive environments requires a program-n the building to manage the fire and reduce damage.
ming and management paradigm where the behaviors as Other examples include scientific/engineering applica-
well as the interactions of application elements (sensors, tions that symbiotically and opportunistically combine
actuators, services, etc.) are dynamic, opportunistic, and computations, experiments, observations, and real-time
context, content and capability aware. In this paper we telemetry data to manage and optimize its objectives (e.g.
present a programming model that enables opportunistic oil production, weather prediction) [17], pervasive appli-
application flows in pervasive environments. The model cations that leverage the pervasive/ubiquitous information
builds on content-based discovery and routing services andto continuously monitor, manage, adapt, and optimize our
defines associative rendezvodd] as an abstraction for  |iving context (e.g. your clock estimates drive time to
content-based decoupled interactions. Cascading local be-your next appointment based on current traffic/weather and
haviors (CLB) then build on associative rendezvous to en-warns you appropriately), crisis management applications
able opportunistic application flows to emerge as a result that use pervasive conventional and unconventional infor-
of context and content based local behaviors. In this paper mation for crisis prevention and response, medical appli-
we also present the design, prototype implementation andcations that use in-vivo and in-vitro multimedia broadband
experimental evaluation of the Meteor programming frame- sensors and actuators for patient management, active mon-
work and content-based middleware. itoring systems for automated highway systems, manufac-
turing system or unmanned airborne vehicles, and business
applications that use anytime-anywhere information access
1 Introduction to optimize profits.
The defining characteristic of these applications is their
The growing ubiquity of sophisticated and heteroge- ability to leverage the pervasive infrastructure [13] to con-
neous wired and wireless broadband sensor/actuator delinuously manage, adapt, and optimize themselves to meet
vices with embedded computing and communications capa-heir objectives. However, the underlying pervasive envi-
bilities [7], and the emergence of pervasive information and fonments are large, heterogeneous, ad hoc, highly dynamic,
computational Grid are enabling new generations of appli- 21d unreliable. This inherent complexity and uncertainty
cations based on seamless access, aggregation, and interad€aks down application development paradigms based on
tions [17]. For example, one can conceive of a fire manage-Static behaviors and pre-orchestrated compositions. As a
ment application where computational models use stream-'€Sult, supporting these applications requires an application
ing information from video broadband sensors embeddedProgramming and management paradigm where the behav-
in the building along with real time and predicted weather i0rS as well as the interactions of applications elements (sen-
information (temperature, wind speed and direction, humid- SOrS, actuators, services, etc.) are dynamic and context, con-
ity) and archived history data to predict the spread of the fire tentand capability aware. Further, these interactions and the
o ' ' _ resulting flows should be opportunistic.
g LAt preseted I 1 pape s uppored n by NST2 I this paper we present a programming model that en-
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services and definegssociative rendezvowss an abstrac-  receivers receive messages fromeadezvous pointvith-
tion for content-based decoupled interactiorizascading out knowledge of who or where the senders are. Note that
local behaviorghen build on associative rendezvous to en- senders and receivers may be decoupled in both space and
able opportunistic application flows where flows emerge astime [8]. Such decoupled asynchronous interactions are nat-
a result of context and content based reactive behaviors. urally suited for large, distributed and highly dynamic sys-
Associative Rendezvous (AR) is a paradigm for  tems such as pervasive environments.
content-based decoupled interactions. It extends the con- In conventional rendezvous interactioneendezvous
ventional name/identifier-based rendezvous [8, 21] in two pointsare defined by opaque identifiers [21] that have to be
ways. First it uses flexible combinations of keywords (i.e. globally synchronized before they can be used. This lim-
keywords, partial keywords, wildcards, ranges) from a se-its both the scalability and the dynamism of the system.
mantic information space, instead of opaque identifiers thatAssociative interactions [2, 3] use semantic content-based
have to be globally synchronized. Second, it enables theresolution, used by the naming service, to enable interac-
reactive behaviors at rendezvous points to be embedded inions. In associative interactions participating clients locally
the message or message request. AR differs from emergmaintain and export “profiles” consisting of attributes spec-
ing publish/subscribe paradigms in that individual interests ifying credentials, context, state, interests, and capabili-
(subscriptions) are not used for routing and do not have toties. Messages are similarly enhanced to include “semantic-
be synchronized - they can be locally modified at a ren- selectors”. The semantic-selector is a prepositional expres-
dezvous node at anytime. In the Cascading Local Behav-sion over all possible attributes and specifies the profile(s)
ior (CLB) programming model, the behaviors of individual that are to receive the message. Thus the notion of a static
application elements (i.e., sensors, actuators, services) arelient or client group name used by conventional interac-
locally defined in terms of local state, and context and con- tions is subsumed by the selector which descriptively names
tent events, and result in data and interest messages beindynamic sets of clients of arbitrary cardinality. Associative
produced. Interactions, compositions and application flows interactions only require the existence of globally known in-
emerge as a consequence of the cascading effect of such Idermation spaces (ontologies), and eliminates the need for
cal behaviors, without having to be explicitly programmed. expensive synchronization and complex tracking protocols
In this paper we also present the design, prototype im-in pervasive environments.
plementation and experimental evaluation of Meteor, a pro- AR extends the conventional name/identifier-based ren-
gramming framework and content-based middleware thatdezvous in two ways. First, it uses flexible combinations of
support the programming model and provide a flexible keywords (i.e, keyword, partial keyword, wildcards, ranges)
platform for the evaluation of future sensor/actuator-basedfrom a semantic information space, instead of opaque iden-
wired/wireless systems. tifiers (names, addresses) that have to be globally known.
The rest of this paper is organized as follows. Section 2 Interactions are based on content described by keywords,
outlines the AR interaction paradigm. Section 3 defines such as the type of data a sensor produces (temperature or
the CLB programming model with an illustrative example. humidity) and/or its location, the type of functionality a ser-
Section 4 introduces the programming framework and the vice provides and/or its QoS guarantees, and the capability
overall architecture of Meteor and describes its design andand/or the cost of a resource. Second, it enables the reac-
implementation. Section 5 presents the evaluation resultstive behaviors at the rendezvous points to be encapsulated
An overview of related work is presented in Section 6. The within messages increasing flexibility and expressibility,
paper concludes with Section 7. and enabling multiple interaction semantics (e.g. broadcast,
multicast, notification, publish/subscribe, mobility, etc.).
2 Associative Rendezvous (AR)
2.1 The Semantics of Associative Rendezvous In-
Associative Rendezvous (AR paradigm for content- teractions
based decoupled interactions with programmable reactive
behaviors. Rendezvous-based interactions [8] provide a The AR interaction model consists of three elements:
mechanism for decoupling senders and receiveRen-  \MessagesAssociative SelectipmndReactive Behaviors
dezvous poinfRF), the place where rendezvous interactions AR Messages:An AR message is defined as the triplet:
occur, may be a broadband access point, a forwarding nodgneader action datd). The data field may be empty or may
in a sensor network or a server or a peer node in a wired net¢ontain the message payload. The header includes a se-
work. Senders send messages teralezvous poiwithout  mantic profile in addition to the credentials of the sender,
knowledge of who or where the receivers are. Similarly, 3 message context and the TTL (time-to-live) of the mes-
LThe term associative is used to refer to messaging based on contenf@d€. The profile is a set of attributes and/or attribute-value
rather than addresses [2]. pairs, and defines the recipients of the message. The at-




Actions Semantics

store store data profile and data;

match message profile with existing interest profile;

execute action if match.

retrieve match message profile with existing data profiles;

send data corresponding to each matching data profile to the sender.
notify_data match message profile with existing data/interest profiles;

notify_interest| notify sender if there is at least one match.

deletedata match message profile with existing data/interest profiles;

deleteinterest| remove all matching data profiles and data from the system in case of dalete
remove all matching interest profiles from the system in case of dislegrest.

Table 1. Basic reactive behaviors.

tribute fields must be keywords from a defined information data field is empty.

space while the value field may be a keyword, partial key-  Associative Selection:Profiles are represented using a
word, wildcard, or range from the same space. At the ren-hierarchical schema that can be efficiently stored and eval-
dezvous point, a profile is classified ag@a profileor an uated by the selection engine [6, 2] at runtime. A prdfile
interest profiledepending on the action field of the mes- represents a path in the hierarchical schera@/{ ...ex],
sage. A sample data profile used by a sensor to publish datavheree; is an element operand anfl can be a parent-
child (*/") operator (i.e. at adjacent levels) or an ancestor-
descendant (“//") operator (i.e. separated by more than one
level). Within a level, the profile defines a propositional ex-
pression where\ represents propositional operators, such
asA andV between elements at the same level. Note that the
propositional expression at a level must evaluate to TRUE
for the evaluation to continue to the next level. The ele-

( temperature ) ( temperature )
( degree = 100) ( degree > 80)
(unit = Fahrenheit ) (unit=Fa*)

(error<=0.01) (error<=0.1)

(a) (b) ments of the profile can be an attributg, : (a;), or an
attribute-value paie; : (a;, v;), whereq; is a keyword and
Figure 1. Sample message profiles: (a) a data v; may be a keyword, partial keyword, wildcard or range.
profile for a sensor; (b) an interest profile for The singleton attribute, evaluates to true if and only
a client. contains the simple attributg. The attribute-value pain(,

u;) evaluates to true with respect to a profileif and only

if p contains an attribute; and the corresponding valug
is shown in Figure 1 (a), and a matching interest profile is satisfies;, e.g.v; = computerandu; = comp* For exam-
shown in Figure 1 (b). Note that the number or order of the ple, the profile (a) is associatively selected by the profile (b)
attribute/attribute-value pairs in a profile are not restricted. in Figure 1, since (1) both have matched singleton attribute
However our current prototype requires that the maximum temperature (2) for attributedegree 100 > 80, which sat-
possible number of attribute/attribute-value pairs must beisfies the binary relation, (3) for attributenit, Fahrenheit
predefined. Thactionfield of the AR message defines the matches wildcardrax, (4) error<0.01 satisfies the request
reactive behavior at the rendezvous point and is describecerror<0.1
later in this section. A key characteristic of the selection process is that it

The AR interaction model defines a single symmetric does not differentiate between interest and data profiles.

postprimitive. To send a message, the sender composesThis allows all messages to be symmetric where data pro-
a message by appropriately defining the header, action andiles can trigger the reactive behaviors of interest messages
data fields, and invokes the post primitive. The post primi- and vice versa. The matching system combines selective
tive resolves the profile of the message and delivers the mesinformation dissemination with reactive behaviors. Further,
sage to relevant rendezvous points. The profile resolutionboth data and interest messages are persistent with their per-
guarantees that all rendezvous points that match the profilesistence defined by the TTL field.
will be identified. However, the actual delivery relies on Reactive Behaviors: The action field of the message
existing transport protocols. A receive operation is similar defines the reactive behavior at the rendezvous point. Ba-
except that the action field is defined appropriately and thesic reactive behaviors currently defined inclustere re-



AR: Associative Rendezvous
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Figure 2. An illustrative example.

trieve, notify, anddeleteas shown in Table 1. Theotify example assumes that the TTL for data and interest profiles
anddeleteactions are explicitly invoked on a data or an in- have not expired. C1 and C2 now delete the data and inter-
terest profile. Thatoreaction stores data and data profile at est respectively (Figure 2(d)).

the rendezvous point. It also causes the message profile to As seen in Figure 2(a), a client can subscribe to both
be matched against existing interest profiles and associate¢hterests and data. The use of thetify action with the
actions to be executed in case of a positive match. rehe  symmetric behavior of thpostoperator allows sensors to
trieve action retrieves data corresponding to each matchingsave energy by not publishing their data if there is no in-
data profile. Thenotify action matches the message profile terest for it. This is particularly important for broadband
against existing interest/data profile, and notifies the sendersensors publishing video/audio data, since the production
if there is at least one positive match. Finally, tthelete  and transmission of such data may consume a large amount
action deletes all matching interest/data profiles. Note thatof power and it may be more efficient to produce broadband

the actions will only be executed if the message header condata only when necessary, for example, there is an interest
tains an appropriate credential. Also note that each messageor that data.

is stored at the rendezvous for a period corresponding to the

TTL defined in its header. In case of multiple matches, the DI
profiles matching are processed in random order. By de- retrieve(D1, data)
fault, all matched profiles are returned. However, the pro-

grammable reactions can be used to define other behaviors: ;o . p 5 Store, data) retrieve(D2, data)
for instanceany oneof the matched profile is returned. R — o

post (<p,, p,, p;>, retrieve(D2))

post (<p;, p,, *>, retrieve(D3))
retrieve (D3, data) .

D3

ost (<p,, *, *>, retrieve(D1))

2.2 lllustrative Examples St

The operation of the model is illustrated in Figure 2. In
Figure 2(a), client C1 first requests notification of interest
in its data with profile< pl,p2 >. Client C2 then re-
quests notification of data corresponding to its interest pro-  Figure 3. One-to-many interactions using As-
file < pl,x >. This causes a natification to be sent to sociative Rendezvous.

C1. C1 now posts data with data profiepl, p2 > (Fig-

ure 2(b)). Since this data profile matches C2’s interest pro-

file, a notification is sent to C2. C2 now requests data with AR can be used to realize different interaction semantics
interest profile< p1,* > (Figure 2(c)). This matches C1's such as one-to-many, one-to-all while appropriately setting
data profile and the corresponding data is sent to C2. Thedata and interest profiles. Further, as these profiles are de-
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Temperature sensor Thermostat Window Actuator

If temp > 85

then temp_control=on;
publish temp_control

If temp > 80
then publish temp

If temp_control==on
then close windows

post (temp > 85, notify_data)

post(temp = 91, store)

post(<temp_control>, retrieve_data)
notify(thermostat) i

0N

Meteor / AR
Meteor / AR

Turn temp_control on

LV retrieve(temp_control)

post(temp_control, store) I

Time

If temp_control == on
then Close window

Figure 4. Cascading local behaviors - an illustrative example.

fined locally by a client, no synchronization is required to cal behavior is independent of the rest of the pervasive sys-
achieve these interaction semantics. Figure 3 illustrates aem. Messages generated during local state transitions may

one-to-many (e.g. multicast) interaction using AR. trigger transitions in other elements, which in turn may gen-
erate further messages. The resulting cascading local tran-
3 Cascading Local Behaviors sitions cause application flows to emerge opportunistically.

For example, consider a very simple smart home sce-
Cascading Local Behaviors (CLB) is a model for nario with the sensors and actuators shown in Figure 4.
realizing opportunistic application flows in pervasive The local behaviors of these sensors/acutators are illustrated
sensor/actuator-based environments. It builds on a com-asif-then rules in the figure. The temperature sensor
mon semantic basis (i.e., ontology and taxonomy) for de- monitors local temperature and generatepoat(temp =
scribing content and context. In the CLB model only the 91, store)data message when the temperature rises above
local behaviors for each element (i.e., sensor, actuator, resome threshold. This causes AR to generate a notification
sources, services) are programmed. These behaviors cato the thermostat actuator which then turns the air condi-
be viewed as a state machine where the local state is detioning on and generatestamp-controlmessage. Other
fined in terms of local actions (A), active interfaces (I) and sensors/actuators that are its subscribers will be notified and
active data and/or interest messages (M), as illustrated inreact, for example, a window could shut itself or a fan could
Figure 5. Local state transitions are triggered by context turn itself off. The devices need not know each other as long
as they use a common semantic basis for describing content

Context and context.
paramelers
ﬁ A Note that CLB differs from traditional composition-
a based programming approaches, where the desired end-to-
DI end behavior is known a priori and is used to define the
B(t) Interface (I) B(t,.)) local behaviors of the elements as well as their interactions.
Action (A) . .
Content ——1|[Messazs (M —-D —> In CLB, the behaviors of elements can be independently de-
(c.g. message T——— fined without knowledge of the functionality or existence of
(Interest/Data)) Method

other elements. Further, elements in the system can be spa-
tially and temporally decoupled, i.e., an element entering
Figure 5. Defining local behaviors. the system at a later time (for example, the window actua-
tor in Figure 4) can still be part of an emerging flow. A key
and/or content events and may result in local actions (e.g.,requirement for CLB is a communication/interaction infras-
update database or turn on an indicator) and the generatiottructure that: (a) is scalable and self-managing, (b) is based
of data/interest messages. Note that the definition of the lo-on content rather than names and/or addresses, (c) sup-



ports asynchronous and decoupled interactions rather thawomponents are described below.

forcing synchronizations, and (d) provides some interaction  Overlay Network: The Meteor overlay network is com-

guarantees. Such an abstraction is provided by AR. posed of RP nodes, which may be access points or message
forwarding nodes in ad-hoc sensor networks and servers or

4 Meteor Programming Framework and peer nodes in wired.networks. RP nodes can join or leave

Content-based Middleware the network at any time. The current Meteor ove_rlay n.et—

work uses Chord [22] protocol to organize peers in a ring
topology.

f Kk and midd| K is sh in Fi 5 The overlay network layer of the middleware stack pro-
ramework and middleware stack Is shown in Figure 6. ;4o 5 simple abstraction to the upper layers, consisting

It builds on a self-organizing overlay that interconnects a single operationtookup(identifie. Given an identi-

sen§or;actutor sgrwcleé, Irjesou(;ges,l and data on thi 'nfo(;ﬁer, this operation locates the node that is responsible for it,
mation/computational Grid, and implements content-base i.e, the node with an identifier that is the closest identifier

discovery and routing services. It then implements the AR greater than or equal to the queried identifier. Application

abstraction for content-based decoupled interactions. Fi- .o o he mapped to identifiers using hashing mecha-

naIIy,_cascading Ipc_al behgvi(_)rs provide a modgl for de- nisms, and then mapped to nodes in the overlay network.
veloping opportunistic applications where application flows Content-based Discovery and Routing (Squid):

emerge as a result of context and content based reactive beContent—based discovery and routing services in Meteor are

A schematic overview of the Meteor programming

haviors. provided by Squid [19, 20]. Squid builds on top of the over-
Aopication lay to enable flexible content—pased routing. As mentipned
¥ i above, th@ookgp operat'or prowded by the overlay requires
’ g et e P ‘ an e>_<a(_:t identifer. Squid effectively maps complex queries
X | consisting of keyword tuples (multiple keywords, partial
’AssociLtiveRendezvous Mtssagmg ‘ Meteor k_eywords, wildcards, and ranges) onto clgsters (_3f idgnti—
f T Middleware fiers, and guarantees that all peers responsible for identifiers
Content-based Routing, Discovery Stack in these clusters will be found with bounded costs in terms
(Squid) of number of messages and the number of intermediate RP
nodes involved.
’ e ‘ Associative Rendezvous Messaging Substrate
T l (ARMS): The ARMS layer implements the Associative
“Wreless/Wired substrate Rendezvous interaction model. At each RP, ARMS consists
e.g. Sensors, actuators, internet of two components: thprofile managerand thematching
engine The matching engine component is essentially
Figure 6. Meteor system architecture responsible for matching profiles. An incoming message

profile is matched against existing interest and/or data
profiles depending on the desired reactive behavior. If the
result of the match is positive, then the action field of the in-
oming message is executed first followed by the evaluation
f the action field in matched profiles. The profile manager
manages locally stored profiles, and monitors message
credentials and contexts to ensure that related constraints

sisting of a two-tier architecture involving a controlled lab- tisfied. F | lent t retri delet
oratory emulator consisting of a radio grid of roughly 400 are satistied. -or example, a chient cannot retrieve or delete
data that it is not authorized to. The profile manager is

radio nodes arranged in a regular rectangular grid, and an . . s
outdoor field trial network involving an IP-based 3G base- also responsible for garbage collection. It maintains a local

station and related mobile multimedia platforms. The sen- t?mer and purges intere_zst and data pr_ofiles when their TTL
sor network is a self-organizing, three tiered (hierarchical) fields have expired. Flnally, the |_o_rof||e manager executes
structure consisting of low-power sensor nodes with lim- the action corresponding to a positive match.

ited functionality, higher-power radio forwarding nodes that ] )

route data, and access points that route data between radig-1 Implementation Overview

links and other wired/wireless infrastructures. The overlay

network connects forwarding nodes and access points with  The current implementation of Meteor builds on Project

the wired infrastructure and supports the Meteor program- JXTA (http://www.jxta.org), a general-purpose peer-to-peer
ming framework and content-based middleware. Theseframework that provides a set of open protocols and plat-

Meteor is part of an NSF funded wireless testbed in-
tended to provide a flexible platform for the evaluation of
future sensor/actuator-based systems, wireless networkin
protocols, middleware, and applications. The testbed is an
open-access multi-user experimental research facility con-



forms to build new services and applications. JXTA defines 5 Experimental Evaluation
concepts, protocols, and a network architecture. JXTA con-

cepts include peers, peergroups, advertisements, modules, \jeteor was experimentally evaluated using a prototype
pipes, rendezvous and security. JXTA defines protocols gep|oyment on the Linux-based sensor-network emulation
for (1) discovering peers (Peer Discovery Protocol, PDP), testhed. In the experiments 64 nodes acted as a RP and ran
(2) binding virtual end-to-end communication channels be- e complete Meteor stack. Profiles at each RP were locally
tween peers (Pipe Binding Protocol, PBP), (3) resolving stored in a MySQL database. The overheads at each layer
queries (Peer Resolver Protocol, PRP), (4) obtaining infor- of the stack were measured. Further, we used simulations of
mation on a particular peer, such as its available memory Oryp to 5000 RPs and $Qinique profiles to evaluate the scal-

CPU load (Peer Information Protocol, PIP) (5) propagating gpjjity of the content-based routine layer. The experiments
messages in a peergroup (Rendezvous protocol, RVP), (6},e presented below.

determining and routing from a source to a destination using
available transmission protocols (Endpoint Routing Proto-
col, ERP). The JXTA architecture builds on three layers, a
core layer, for essential common functionalities, a service
layer, for additional pluggable/unpluggable behaviors, and

an application layer for end-to-end high-level control. Note 5 1
that JXTA is an application level technology and does not oo
introduce any limitations on the underlying infrastructure or 40
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The overlay network, Squid and the ARMS layers of the
Meteor stack are implemented as event-driven JXTA ser-
vices. Each layer registers itself as a listener for specific

Number of Peers

@

Squid: Query Processing Overhead

500

messages, and gets notified when a corresponding event is
raised. Since Meteor is designed as an overlay network of
rendezvous peers, it is incrementally deployable. A joining
RP uses the Chord protocol and becomes responsible for an
interval in the identifier space. In this way, the addition of a
new rendezvous node is transparent to the end-hosts. 0
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The overall operation of the Meteor overlay consists of
two phases: bootstrap and running. During the bootstrap
phase (or join phase) messages are exchanged between a
joining RP and the rest of the group. During this phase,
the RP attempts to discover an already existing RP in the
system and construct its routing table. The joining RP sends
a discovery message to the group. If the message remains
unanswered after a duration (in the order of seconds), the
RP assumes that it is the first in the system. If a RP responds
to the message, the joining RP queries this bootstrapping RP
according to the Chord join protocol and updates routing
tables to reflect the join. 0
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The running phase consists of a stabilization and a user
mode. In stabilization mode, a RP responds to queries is-
sued by other RPs in the system. The purpose of the sta-
bilization mode is to ensure routing tables are up to date,
and to verify that other RPs in the system have not failed
or left the system. In user mode, RPs participates in in-
teractions as part of the Squid and ARMS layers. The
ARMS matching engine at each RP is based on MySQL
(http://www.mysql.com), a lightweight SQL database.

—e— 100 profiles —— 1000 profiles

©

Figure 7. (a) Overlay network lookup over-
head (Chord); (b) Content-based routing over-
head (Squid); (c) Matching overhead at a sin-
gle RP (ARMS).



5.1 Overlay Network Layer

This experiment measured the latency for peer lookup in
the overlay network as a function of the size of the system.
To get an accurate measurement of the latencies, a single
peer was run on each node and each peer sent messages to a
randomly selected destination peer. Each message required
an overlay lookup operation. Average times are plotted in
Figure 7 (a). The graph shows that the average elapsed time
is not affected by the linear growth of the size of the system,
validating the scalability of the overlay network lookup op-
eration and the Chord routing algorithm.

5.2 Content-based Routing Layer
This experiment measured the overhead of routing using

complex keyword tuples. Three sets of keyword tuples were
used, the first containing wildcards, the second containing
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Figure 8. Simulated results for a P2P system
with up to 5000 RPs and up to 10 ¢ interest
profiles. The results show the percentage of
peers that process a query (on average) and
the percentage of peers that found matches,

ranges, and the third containing both wildcards and ranges.
The routing overheads at the Squid layer were measured at
each RP and averaged. The results are plotted in Figure 7
(b). The measured overhead includes times for cluster re-

finments and subcluster lookup. As Figure 7 (b) shows, the , L
the database and of constructing the notification message

overhead grows slowly and at a much smaller rate than the : onEn . !
as considered. The notification delivery was done outside

system size. This demonstrates that Squid can effectiverW .
scale to large numbers of peers while maintaining accept-Of the Meteor stack and was not measured. The experiment

able routing times. As expected, the routing times are high Was conducted for profiles containing sets of complex key-
for queries with wildcards as they involve a larger number WOrd tuples containing wildcards and/or ranges. The num-
of clusters and correspondingly larger number of peers. ber of p_rofll_es in the database was varied. The results are
To evaluate the scalability of the content-based routing Plotted in Figure 7 (c). The results were grouped based on
layer we simulated Squid with up to 5000 peers where eachthe matchmg_expressed as a percentage pf the total number
peer is an RP, and up to 1@nique profiles. In the simula- of stored proﬁlles, and averaged. As seen in Figure 7 (c), for
tions, the number of profiles stored in the system increases? moderate-size database (up td pdofiles) the overhead

with the number of RP peers. We used complex keyword tu- incurred is very low. The overhead increases substantially
ples to test the routing scalability: keyword tuples with par- When 10 profiles are stored locally, as could have been ex-
tial keywords and wildcards, and keyword tuples containing PeCted given the memory and data access times required by
ranges. Figure 8 shows results for a 3D keyword space. The>Uch @ large number of items. However, we believe that
number of nodes that process the query is a small fraction ofeVen 10 profiles seems greater than needed for an RP.

the total nodes, and it increases at a slower rate than the size

of the system. For wildcard queries, the average number of6  Related Work

processing nodes is below 11%, and the number of nodes

that found matches is below 6%. These percentages decontent-based Interactions Content based decoupled
crease as the system size increases, demonstrating the scghteractions has been addressed by publish-subscribe-notify
ability of the system. As Figure 8 shows, range queries are(psN) models [8]. PSN based systems include Sienna [4]
more efficient than wildcard queries, which is expected, asgng Gryphon [12]. The associative rendezvous model dif-
query optimization and pruning are more effective for range fers from PSN systems in that individual interests (sub-
gueries. Additional simulation results can be found in [19]. scriptions) are not used for routing and do not have to
be synchronized - they can be locally modified at a ren-
5.3 Associative Rendezvous Messaging Substrate dezvous node at anytime. While PSN systems provide flex-
ible matching capabilities, scalability remains a concern in
This experiment measured the matching overhead atthese systems.
each RP node. The action type for all messages in this ex- i3 [21] provides a similar rendezvous-based abstraction
periment was 'naotification’. Only the overhead of querying and has influenced this work. However, an i3 identifier

for wildcard queries and for range queries re-
spectively.



is opaque and must be globally known. Associative ren- techniques such as aggregation trees are used to resolve
dezvous uses semantic identifiers that are more expressivgueries efficiently. EnviroTrack [1] is a related approach
and only require the existence of agreed on information that adopts a form of attribute-based naming, i.e., context
spaces (ontologies). Besides, its dynamic binding semanticdabels, as an addressing scheme to facilitate sensor-based
enables profiles to be added, deleted or changed on-the-flytracking applications. While these techniques are effective
The associative broadcast [2] paradigm has also influ-for sensor-based monitoring applications, they fall apart
enced this effort. The key difference between this model for more complex tasks involving collaborative signal
and associative rendezvous is that the binding of profilesprocessing (as opposed to computation expressed over
takes place at intermediate nodes instead of the broadcagdelations), computational loops, and event processing. This
medium. As a result, associative broadcast only supportsis because they primarily focus on the expressiveness of
transient interactions. Further, its scalability over wide ar- the task, and not on how the computation to perform that
eas is a concern. task via in-network processing, which should be structured.
The rendezvous-based communication is conceptually!n contrast, the AR model using programmable reactions
similar to tuple space research in distributed systems [18,can achieve complex tasks, such as aggregation and query
14, 24]. A tuple space is a shared space that can be assd2focessing.
ciatively accessed by all nodes in the system. While tuple  The TelegraphCQ project [5], which is closest to our ap-
space is a powerful model for interactions and coordina- Proach, views data as fluids for emerging applications and
tion, efficient and large-scale implementations of pure tu- dataflow processing must monitor and react to streams of
ple space based systems is a challenge. Associative rennformation as they pass through the network. The primary
dezvous maintains the conceptual expressiveness of tupléharacteristic of TelegraphCQ is its usage of window-based
spaces while providing an implementation model that is query semantics for continuous queries. Thus, an efficient
scalable. filtering mechanism that corresponds to the desired end-
Unlike other rendezvous-based models [10], assoCia_to-end_application behavior is the basi_s of TelegraphCQ.
tive rendezvous enables programmable reactive behaviors at LB differs from TelegraphCQ in that it focuses on the
rendezvous points using the action field within a message.Programming of local behaviors rather than requiring that
In addition, associative rendezvous is able to realize a Va_end-to-end behaviors be programmed. In CLB, applications
fiety of basic communication services without the need for dat@ and control flow emerge as a natural consequence of

mobile code [23], or any heavy duty protocols. Further, in- content/context-driven execution of local behaviors.
teractions in the associative rendezvous model are symmet-

ric allowing participants to simultaneously be information 7 Conclusion and Future Work

producers and consumers. Finally, Grid messaging systems

such as the NaradaBrokering [9] focus on persistence and The growing ubiquity of sophisticated broadband sen-
rgliable message delivery rather than content-based interacggr/actuator devices and the emergence of sensor-based per-
tions. vasive environments are enabling new generations of appli-
Programming Models for Sensor-based Perva- cations based on seamless access, aggregation, and inter-
sive SystemsProgramming models and frameworks for actions. The defining characteristic of these applications is
sensor/actuator-based systems are receiving increasingheir ability to leverage the pervasive infrastructure to con-
attention [7]. Early efforts included low-level approaches tinuously manage, adapt, and optimize themselves to meet
where applications mechanisms are hard-coded into thetheir objectives. Supporting these applications requires a
devices, as well as intermediate level approaches whergyrogramming and management paradigm where the behav-
specialized device operating systems (e.g. TinyOS [15]) orjors as well as the interactions of applications elements (sen-
languages (e.g. Nesc [11]), are defined to support applica-sors, actuators, services, etc.) are dynamic and context, con-
tion development. The latter approach has the advantagegent and capability aware. Further, these interactions and the
of modularity, multi-tasking, and hardware abstraction. resulting flows are opportunistic.
However, in both these approaches, the developer has to |n this paper we presented a programming model that en-
create a single executable image that is downloaded intoables such opportunistic flows in pervasive environments.
each node. Such node-based programming approaches runhe model is based on content-based discovery and rout-
counter to the promise of large-scale sensor systems. ing services and provides two abstractionAssociative
More recently, systems such as the Berkeley rendezvougprovides an abstraction for content-based de-
TinyDB [16], and Cornell Cougar [25], provide higher level coupled interactionsCascading local behaviorbuild on
programming abstraction that view the sensor network asassociative rendezvous to enable opportunistic application
a distributed database, and enable users to execute queridkws where flows emerge as a result of context and content
expressed in a suitable relational language. Optimizationsbased reactive behaviors. A key characteristic of the pro-



posed model is that complex end-to-end applications flows [11] D. Gay, P. D. Gay, P. Levis, R. von Behren, M. Welsh,
do not have to be specified - only the local behaviors of sen-

sor/actuator elements are independently defined and flows
naturally emerge as a consequence of these local behaviors.

This makes the model particularly suited to highly dynamic

and ad hoc sensor/actuator-based environments. In this pa
per we also presented the design, prototype implementation
and experimental evaluation of the Meteor programming [13]

framework and content-based middleware. We are currently
working on a wider deployment of Meteor and the oppor-
tunistic flows model, and are exploring its extension to sup-
port coordinated flow with stronger guarantees.
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