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Abstract

Currently, grid computing fault tolerance, i.e. the capa-
bility of recovering from both hardware and software fail-
ures, is based on IP dynamic rerouting and on fault tol-
erant schemes implemented in the applications or in the
middleware. However, despite their wide range of appli-
cability, current grid fault tolerant schemes might not be as
efficient as emerging resilient schemes, based on the Gen-
eralized Multi-Protocol Label Switching (GMPLS) protocol
framework, in overcoming specific hardware failures, such
as network infrastructure failures.

In this study a mathematical programming model for
evaluating the performance of a grid fault tolerant scheme
capable of overcoming single physical link failures is pre-
sented. The scheme is based on the integration of applica-
tion/middleware fault tolerance, i.e., service migration, and
GMPLS path restoration.

Numerical results show that the integrated scheme al-
lows to increase the ratio of recovered inter-service con-
nections with respect to the utilization of standard IP short-
est path (OSPF) dynamic rerouting while limiting the num-
ber of service migrations. However, many other factors,
such as the network throughput upon failure occurrence, the
number of locations allowed for service migration, and the
amount of bandwidth necessary for service migration, neg-
atively affects the ratio of recovered connections.

1 Introduction

In grid computing a complex task is accomplished by
leveraging services, such as the execution of a job (i.e.,
computational resources, virtual processors) or a replica
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of a frequently used data set (i.e., storage capacity, dis-
tributed virtual shared memories), distributed among dif-
ferent sites physically connected by the communications
network infrastructure [3]. Emerging network architec-
tures, such as Internet Protocol over Generalized MultiPro-
tocol Label Switching over Wavelength Division Multiplex-
ing (IP/GMPLS/WDM), are fostering the expansion of grid
computing from Local Area Networks (LANs) (i.e., clus-
ter grid) to Wide Area Networks (WANs) (i.e., global grid)
by allowing different sites at which services are located to
communicate through Quality of Service (QoS) guaranteed
end-to-end connections [8].

Fault tolerance is emerging as a QoS requirement of
paramount importance for grid computing. Indeed grid ser-
vices collaborating in solving a complex task must be able
to seamlessly interact in spite of both software and hard-
ware failures, such as temporary unavailability of compu-
tational resources due to system crash, or communications
network failures, such as optical fiber span failure. Cur-
rent solutions for grid computing fault tolerance are based
on three schemes that are directly implemented by the user
in the applications: checkpointing, migration, and repli-
cation [10, 6, 7, 9]. To automatize response to failures,
schemes directly implemented in the middleware are also
emerging [5, 4, 1]. However multipurpose fault tolerance
schemes, i.e. schemes able to address different type of
failures such as the ones implemented in the application
and in the middleware, might not efficiently overcome spe-
cific failures, such as communications network infrastruc-
ture failures. In addition IP based fault tolerance, i.e. dy-
namic shortest path rerouting, might not be able to maxi-
mize the number of recovered connections without degrad-
ing the connection quality, e.g. bandwidth.

The objective of this study is to develop a mathemati-
cal model to investigate the benefits of integrating applica-
tion and middleware layer fault tolerant schemes with re-
silient schemes implemented below the Network layer of
the TCP/IP reference model, e.g. at the GMPLS layer. In



particular the integration of service migration 1 with GM-
PLS path restoration for recovering inter-service connectiv-
ity upon single network link failure is considered. The inte-
grated fault tolerant scheme consists in utilizing two alter-
native approaches for overcoming a single network link fail-
ure. On the one hand, upon failure, grid services whose con-
nections are affected by the failure might migrate to some
allowed locations. New connections among the locations
where services migrated must then be set up to maintain
inter-service connectivity. On the other hand, path restora-
tion can be utilized to find a new (not necessarily the short-
est) physical route for recovering the disrupted inter-service
connectivity among the locations at which services where
originally staged. By recovering, transparently to the ser-
vices, the inter-service connectivity path restoration poten-
tially avoids the service synchronization and restart required
by service migration.

The mathematical model utilized to evaluate the inte-
grated fault tolerant scheme is based on the Mixed Inte-
ger Linear Problem (MILP) formulation of maximizing the
number of recovered inter-service connections, consider-
ing both the connections that must be set up between lo-
cations where services migrated and the connections recov-
ered through path restoration. Constraints such as the num-
ber of allowed locations where services can migrate, and
the amount of bandwidth necessary for service migration
are also taken into account.

Numerical results show that service migration and path
restoration integration allows to improve the number of re-
covered connections, i.e. the number of services whose
communication seamlessly overcome the fault, with re-
spect to the utilization of standard IP shortest path dy-
namic rerouting. On the one hand, path restoration allows
to limit the number of utilized replica locations and, on
the other hand, service migration helps the underlying net-
work infrastructure in maintaining inter-service connectiv-
ity. Moreover the integrated fault tolerant scheme allows
to limit the additional computational and storage resources
required by service migration and the burden of service syn-
chronization and restart.

2 Service Migration and Path Restoration
Integration

The generic scenario in which the proposed scheme
based on the integration of service migration and path
restoration can be applied is depicted in Fig. 1(a). A ser-
vice S hosted at node 0 originates a task and it utilizes ser-
vices, i.e., job running services and data storage services,
hosted at different network nodes. Connections among the

1In this study the term service migration is utilized to refer to both
service checkpointing and migration and service dynamic replication
schemes.

network nodes involved in the computation are set up to
generate the desired inter-service connectivity pattern, i.e.,
the inter-service logical topology. Connections are assumed
to be long-lived and permanent, i.e., flow based, to guaran-
tee the required QoS to the inter-service communication.
Upon failure of a physical network link, e.g. link (0, 1),
some inter-service connections are disrupted.

The integrated fault tolerance scheme is utilized to suc-
cessfully recover full inter-service connectivity even in case
of limited number of allowed replica locations (i.e., lo-
cations where services are allowed to migrate) and maxi-
mum number of allowed connections (because of QoS con-
straints) along the network links. For instance assume that,
in the scenario depicted in Fig. 1(a), node 5 is equipped to
run only data storage services, no more than one job run-
ning service can run on each network node, and all the net-
work links can carry at most two connections (except link
(1, 4) whose maximum capacity is 3 connections) 2. In the
integrated scheme (Fig. 1(b)) full inter-service connectiv-
ity is recovered if service A migrates from node 1 to node
2 and the connection between node pair (0, 1) is rerouted
along the route spanning nodes 0, 5, 3, and 4. If instead
either service migration only or path restoration only had
been utilized full inter-service connectivity could not have
been recovered.

To evaluate the performance of the integrated fault toler-
ant scheme a simplified model (Fig. 2) of the scenario de-
picted in Fig. 1(a) and in Fig. 1(b) is considered. A client-
server scenario is considered where only service pairs com-
municate. Bidirectional connections, f s,d and fd,s, are es-
tablished between each task emitter service, i.e. the client
s, and each utilized service, i.e. the server d. Thus the
number of connections requested between node pairs equals
the number of service pairs that communicate. Only uti-
lized services, i.e. services hosted at the server node d, can
migrate. The locations to which services can migrate, e.g.
li and lj , are not predefined but found upon failure occur-
rence. To migrate, services set up unidirectional connec-
tions (replication connections), e.g. frs,d,li and frs,d,lj ,
between the node where they are currently hosted to the
node chosen for migration. Bidirectional connections (re-
covered connections), e.g. the unidirectional connection
pairs fs,d,li and fbs,d,li , are then established between the
client node s and the location chosen for service migration,
e.g. li. Both replication and recovered connections must be
routed along sub-network links supporting a limited number
of QoS guaranteed connections.

The mathematical programming model is based on the
MILP formulation of the problem of maximizing the num-
ber of recovered inter-service connections after each single
network link failure. The recovered connections consist of
both disrupted connections recovered through path restora-

2In this example all links and connections are assumed bidirectional.
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Figure 1. Integrated fault tolerance example.

tion and new connections to locations where services mi-
grate. Thus solving the MILP problem formulation corre-
sponds to maximize the number of services whose commu-
nication seamlessly overcome the fault by jointly solving
the problem of where services migrate, where to route con-
nections to migrated services, where to route connections
utilized by services for migration, and where to re-route,
through path restoration, disrupted connections so that the
number of recovered connections is maximized. The com-
munications network infrastructure (i.e., the physical net-
work topology) is modeled by a graph G(N ,L) consisting
of N nodes and L unidirectional links. The considered fail-
ure event e represents the disruption of both the unidirec-
tional links connecting a node pair. For each failure event e

the MILP problem formulation is the following.
A number of constants are defined:

• N = |N |, number of network nodes;

• L = |L|, number of network unidirectional links;

• ci,j , capacity of link (i, j);

• Rl, total number of (s, d) pairs for which location l can
be utilized for service migration;

• Rs,d, total number of locations allowed for the migra-
tion of services hosted in d and communicating with
services hosted in s;

• fs,d, number of failed connections between pair (s, d);

• Φe, set of (s, d) pairs whose connections are disrupted
by failure event e;

• Le, set of network unidirectional links surviving fail-
ure event e.

The variables utilized in the MILP formulation are:

• fs,d,l, number of connections, originally between the
pair (s, d), recovered by migrating service to location
l 3;

• frs,d,l, number of connections for service migration
from location d to location l;

• f
s,d,l
i,j , number of connections, originally between the

pair (s, d), recovered by migrating service to location
l passing through link (i, j);

• fb
s,d,l
i,j , number of backward connections correspond-

ing to connections f
s,d,l
j,i passing through link (i, j);

• fr
s,d,l
i,j , number of connections for service migration

from location d to location l passing through link (i, j);

3The value of fs,d,l equals the number of services that migrated from
location d to location l.
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• r
s,d
l , binary variable indicating whether at least one

service hosted in d and communicating with services
hosted in s migrates to location l.

2.1 Problem formulation

Objective:

max

N−1
∑

l=0,l6=s

∑

(s,d)∈Φe:s>d

fs,d,l (1)

Subject to:

N−1
∑

l=0,l6=s

fs,d,l ≤ fs,d ∀s, d : s > d (2)

fs,d,l ≤ fs,d · rs,d
l ∀s, d, l : l 6= s, s > d (3)

r
s,d
l ≤ fs,d,l ∀s, d, l : l 6= s, s > d (4)

frs,d,l ≥ α · fs,d,l

∀s, d, l : l 6= s, l 6= d, s > d, 0 ≤ α ≤ 1 (5)

frs,d,l ≤ fs,d,l

∀s, d, l : l 6= s, l 6= d, s > d (6)

frs,d,l = 0 ∀s, d, l : l = d, s > d (7)

N−1
∑

l=0,l6=s

r
s,d
l ≤ Rs,d ∀s, d : s > d (8)

∑

(s,d)∈Φe:s>d

r
s,d
l ≤ Rl ∀l : l 6= s (9)

∑

j:(i,j)∈Le

f
s,d,l
i,j −

∑

h:(h,i)∈Le

f
s,d,l
h,i =

=







fs,d,l if i = s

0 if i 6= s, l

−fs,d,l if i = l

∀s, d, i, l : l 6= s, s > d (10)

∑

j:(i,j)∈Le

fr
s,d,l
i,j −

∑

h:(h,i)∈Le

fr
s,d,l
h,i =

=







frs,d,l if i = d

0 if i 6= d, l

−frs,d,l if i = l

∀s, d, i, l : l 6= s, l 6= d, s > d (11)

∑

(s,d)∈Φe:s>d

N−1
∑

l=0,l6=s

(

f
s,d,l
i,j + fb

s,d,l
i,j + fr

s,d,l
i,j

)

≤ ci,j

∀(i, j) ∈ Le (12)

fb
s,d,l
j,i = f

s,d,l
i,j

∀i, j : (i, j), (j, i) ∈ Le, s, d, l : s > d, l 6= s (13)

r
s,d
l = {0, 1} ∀s, d, l : s > d, l 6= s (14)

r
s,d
l = 0 ∀s, d, l : s > d, l = s (15)

int fs,d,l, f
s,d,l
i,j , fb

s,d,l
i,j

∀s, d, l, (i, j) ∈ Le : s > d, s 6= l (16)
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fs,d,l, f
s,d,l
i,j , fb

s,d,l
i,j ≥ 0

∀s, d, l, (i, j) ∈ Le : s > d, s 6= l (17)

frs,d,l ≥ 0

∀s, d, l : l 6= s, l 6= d, s > d (18)

The problem formulation assumes that bidirectional con-
nections consists of unidirectional connections routed in op-
posite direction along links connecting the same node pairs.
The objective of the MILP problem formulation, see Eq. 1,
is to maximize the number of recovered inter-service con-
nections. Eq. 2 limits the number of recovered connections
for each (s, d) pair to the number of disrupted connections.
Eq. 3 and Eq. 4 state that for each (s, d) pair a connection
fs,d,l to a replica location l exists iff location l is used by
at least one service hosted at d. Eq. 5 states that, if a ser-
vice migrates to a location l, a service migration connection
of bandwidth at least αf s,d,l is set up between the current
service location d and l. Eq. 6 states that the amount of
flow required by the migration connection is limited by the
flow carried by the connection f s,d,l to the replica location
l. However if path restoration is utilized, i.e. l = d, no
service migration connection is necessary (see Eq. 7). Eq. 8
limits to Rs,d the total number of locations to which ser-
vices hosted at location d and communicating with services
at location s can migrate. Eq. 9 limits to Rl the total number
of (s, d) pairs allowed to used location l for service migra-
tion. Eq. 10, Eq. 11, and Eq. 12 represents the flow conser-
vation constraint for the recovered connections, the service
migration connections, and the link capacity constraint, re-
spectively. Eq. 13 imposes the bidirectionality constraint on
the recovered connections. Eq. 14 states that, for each (s, d)
pair, the location l can either be utilized or not for service
migration. Eq. 15 states that utilized services cannot mi-
grate to nodes hosting task emitter services, i.e. the client
node. Eq. 16 and Eq. 17 constrain the related variables to
assume positive integer values. Eq. 18 allows frs,d,l to as-
sume positive real values. The MILP problem formulation
complexity is function of the number of problem variables.
In the worst case scenario, i.e. connections are set up be-
tween any node pair and the link failure causes the disrup-
tion of all the connections set up, the number of problem
variables can be approximated as O(N 3 × L).

3 Performance Evaluation Criteria

Four parameters are utilized to evaluate the performance
of the integrated fault tolerant scheme. The expected net-
work blocking probability is defined as the ratio between

the number of unrecovered connections after failure event e

and the total number of connections disrupted by the failure
event e averaged among all the possible failure events e:

E{Prb} =
∑

e∈E

P f
e

(

1 −

∑N−1
l=0,l 6=s

∑

(s,d)∈Φe
fs,d,l

∑

(s,d)∈Φe
fs,d

)

,(19)

where E is the set of failure events and P f
e is the probability

of failure event e.
The expected replica utilization ratio is defined as the

ratio between the number of locations utilized for service
migration and the number of locations allowed for service
migration averaged among all the possible failure events:

E{ηr} =
∑

e∈E

P f
e

1

|RΦe
|

∑

(s,d)∈RΦe

∑

l,l 6=s

r
s,d
l

Rs,d
, (20)

where RΦe
= {(s, d) ∈ Φe :

∑N−1
l=0,l6=s fs,d,l ≥ 0} is the

set of (s, d) pairs for which at least one service migrates
from location d to location l and the connection between
node pair (s, l) is successfully set up.

The expected path restoration utilization is calculated
as the average number of times the original server location
node is utilized as replica location normalized to the number
of replica locations utilized:

E{ρr} =
∑

e∈E

P f
e

1

|RΦe
|

∑

(s,d)∈RΦe

r
s,d
d

∑

l,l 6=s r
s,d
l

. (21)

The expected connection route length is the number of
hops spanned by recovered connections averaged among all
the possible failure events:

E{H} =
∑

e∈E

P f
e

1

|RΦe
|

∑

(s,d)∈RΦe

∑

l,l6=s

∑

(i,j)∈L f
s,d,l
i,j

fs,d,l
(22)

4 Evaluation Setup and Results

The physical network considered is depicted in Fig. 3
and it is assumed to consist of optical fiber links. Each of
the 54 unidirectional links connecting the 16 network nodes
has a capacity cl of 32 wavelengths.

Inter-service connectivity patterns are obtained by gen-
erating bidirectional connection between uniformly dis-
tributed node pairs until a target network achievable
throughput θac is reached. Each connection occupies one
wavelength. The value of θac represents the ratio between
the amount of capacity (i.e., wavelengths) utilized for rout-
ing the connections between node pair (s, d) along the
shortest path and the total network capacity (i.e., wave-
lengths) available:

θac =

∑

s,d fs,d · hSP
s,d

∑

(i,j)∈L cl

, (23)
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where hSP
s,d is the number of links spanned by the shortest

path between the node pair (s, d). Numerical results are ob-
tained by averaging the solutions, found by CPLEX [2], of
the MILP problem for 100 different inter-service connectiv-
ity patterns achieving the same network throughput θac.

Fig. 4(a) compares the expected blocking probability ob-
tained by different fault tolerant schemes with respect to the
proposed integrated scheme (i.e., integrated service migra-
tion and GMPLS path restoration scheme). The IP short-
est path (OSPF) dynamic rerouting scheme reroutes dis-
rupted connections through the shortest path computed on
the physical network topology without the disrupted links.
The GMPLS path restoration scheme reroute disrupted con-
nections by solving the MILP problem formulated in sec-
tion 2.1 without the possibility of migrating services to lo-
cations different from the original service location. The ser-
vice migration scheme solves the MILP problem formulated
in section 2.1 without the possibility of recovering inter-
service connectivity by finding a new route to the original
service location (i.e., by utilizing path restoration) but just
by migrating it to a different node. As shown in Fig. 4(a)
the utilization of service migration allows to considerably
decrease the number of recovered connections with respect
to IP shortest path (OSPF) dynamic rerouting.

Fig. 4(b) shows that, in the integrated scheme, for av-
erage values of the network achievable throughput, the ex-
pected path restoration utilization is about 10%. Thus the
utilization of the integrated scheme allows to achieve the
same expected network blocking probability obtained by
utilizing only service migration (the plots for the service
migration scheme and the integrated service migration and

GMPLS path restoration scheme overlap in Fig. 4(a)) but
it reduces the need for service synchronization and restart
required by service migration.

In Fig. 5 and Fig. 6 the comparison of the integrated
scheme performance against the path restoration scheme
(i.e., l = d) performance is shown in function of several
integrated scheme parameters.

Fig. 5(a) shows that, if the bandwidth required by service
migration increases, i.e. if α increases, the performance
of the integrated scheme degrade. Moreover, while R(s,d)

does not affect, in the considered scenario, the expected
restoration blocking probability, a low value of Rl causes
the expected restoration blocking probability to increase. In
addition Fig. 5(a) and Fig. 5(b) shows that, as long as the
services are allowed to migrate to any network node, only
one allowed migration location is sufficient for achieving
both the optimal expected network blocking probability and
the optimal replica utilization ratio. Indeed allowing all the
nodes but the source node s to be utilized for service mi-
gration for any service pair (s, d), i.e. Rs,d = 15, does
not improve E{Prb} (see Fig. 5(a)) and decreases the effi-
ciency in utilizing allowed replica locations, E{ηr} (see the
five overlapping plots for Rs,d = 15 in Fig. 5(b).

Fig. 6(a) shows that the expected path restoration utiliza-
tion is negligibly affected by Rs,d and Rl while it heavily
depends on the value of α. In particular Fig. 6(a) shows
the path restoration is more utilized when a high fraction of
bandwidth is required by service migration (E{ρr} > 60%
for θac ≤ 0.6 if either α = 1.0 or α = 0.5).

Fig. 6(b) shows that highest expected connection route
length is reached when only path restoration is utilized as
fault tolerant scheme. This is also in accordance with the
higher expected network blocking probability achieved by
path restoration alone with respect to the integrated scheme
(see Fig. 5(a)): the longer are the restoration paths the
higher is their likelihood to be blocked. In addition if
the fraction of bandwidth required by service migration in-
creases also the expected connection route length increases
due to the fact that more links must be utilized to success-
fully route a connection.

5 Summary

In this work the efficiency of a new approach to design
resilience schemes for grid computing applications operat-
ing in a Wide Area Network has been investigated. Specifi-
cally the proposed scheme consists of the integration of ap-
plication/middleware layer resilient schemes, i.e. service
migration, and of GMPLS layer (i.e., layer 2/3) resilient
schemes, i.e. path restoration. A mathematical program-
ming model has been developed for evaluating the perfor-
mance of the integrated fault tolerant scheme under the as-
sumption of single link failure in a grid computing network
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Figure 4. Fault tolerant scheme comparison.

infrastructure.
Numerical results showed that the integration of service

migration and path restoration allows to engineer fault toler-
ant schemes that for medium-high throughput increase the
number of recovered inter-service connections after a single
network link failure and decrease the need for service syn-
chronization and restart. However the integrated scheme
performance depend on the network throughput and on ser-
vice migration parameters, such as the number of locations
allowed for service migration and the amount of bandwidth
necessary for service migration.
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Figure 5. Integrated scheme expected restoration blocking probability and replica utilization ratio in
function of network achievable throughput.
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Figure 6. Integrated scheme expected path restoration utilization and expected connection route
length in function of network achievable throughput.
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